1.

Hacrosmee
o0s13aTenpCTBa B

NHOOPMAIIMOHHAA
BE3OITACHOCTb

Beenenune
IIpunoxkeHue ycraHaBIIMBacT

OTHOIICHUH

MH(POPMALIMOHHON 0€30IacHOCTH, KOTOPBIM
JOJDKEH COOTBETCTBOBaTh [locTaBmMK Ipu
okazanuu ycinyr @unun Moppuc Kasaxcran

(OMK).

2.

a)

Onpenesenus

Jdannbie ®MK o3HaUaOT

1) nro0wie [lepconanbhbie [lanHbIe,
nepe/laHHbIe OMK
HcnomauTero;

)] aI00bIC  JaHHBIE,  KOTOPHIMH
yIIPaBJIsET, KOTOpBIE

b)
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MPEJOCTABIISICT MW HMEET BO
Binageaun ®MK; n

TO0BIC JIaHHBIE, KOTOPBIC
[locraBmuk (caMm wiIu uepes
ITOCPETHUKOB) COOMpAET, Co3aacT
i oopabareiBaet st PMK.
Pecypc o3nauaer (i) 11000 KOMIOHEHT
WIM DJIEMEHT ammapaTHBIX CPEJICTB,
MPOrPaMMHOTO  OOeCHedeHus WU
000py/noBaHusi, KOTOPBIM MCTOIB3YyeTCs
WIA MOXXET HCIOJb30BATHCSI C IENBIO

i)

CO3/IaHH4, JIOCTYyTIA, 00paboTKH,
3aIUThl,  HAOJIOJIEHUs,  XPaHEHUS,
W3BJICUEHUS, 0TOOpaKeHUS WIn
nepeayd  JaHHBIX  JIFO00TO  THTA

(BKIIOYasi TONOCOBBHIE); a Takxke (ii)

mo0yl0  JTIOKyMEHTanuio (Ha JII0OOM
HOCHUTENIE), KOTOpas OTHOCHUTCS K
WCIIOJIb30BAHUIO WU YIIPABJICHUIO

TaKUMH MIPEIMETaMU WK dJIEMEHTaMHU.
IlepenoBbie NpakTHYeCKHEe METOAbI B
o01acTH  0€30ITIaCHOCTH  O3HAYaIoT
MepLI 58 HpaKTI/I‘IeCKI/Ie METOHI,
Coryacyrompecss ¢ TEXHUYECKUMHU H
OpFaHI/ISaHI/IOHHI)IMI/I MepaMI/I n
MPAKTUYECKIUMHU METOIaMH,
yCTaHOBJ'IeHHI)IMI/I B KAauCCTBC
HEOOXOMMMBIX MM  JKeJaTeIbHBIX
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INFORMATION SECURITY

1. Introduction

This Schedule sets out the obligations regarding
Information Security with which the Supplier is
required to comply in providing services to
Philip Morris Kazakhstan (PMK).

2. Definition

a) PMK data mean

i)

i)

iD)

any Personal Data transferred by PMK
to the Supplier;

any data that PMK controls, provides
or has in its possession; and

any data that the Supplier (either itself
or through others) gathers, creates or
processes for PMK.

b) Asset» means: (i) any item or element of

hardware, software or equipment that is
or may be used for the purpose of
creating, accessing, processing,
protecting, monitoring, storing,
retrieving, displaying or transmitting
data of any type (including voice); and
(i) any documentation (in whatever
medium) that relates to the use or
operation of such items and elements.

Best security practices mean measures
and practices consistent with the
technical and organizational measures
and practices that are required by, or
recommended in, internationally
accepted management standards and
codes of practice relating to Information
Security (such as ISO/IEC 27001



d)

f)

9)
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OOIIETIPUHSATHIMH
CTaHapTaMH
MPAKTUYCCKUMU

MEXyHApOIHBIMU
yIpaBICHUS u
PYKOBOJICTBAMH B
oOJactu MexyHapoaHoi
6esonacuoctu  (Hampumep, ISO/IEC
27001 (CYUB - Tpedosanus) u ISO/IEC
27002 (IlpakTHueckoe pPYKOBOACTBO B
o0xactu ynpasieHus] HHPOPMAIIOHHOM

0€30IMMacCHOCTHIO).

Nudopmanuonnas 0e30macHOCTh
O3HAYaeT OPraHU3AlMI0 3alIUTHl |
obecrieueHne  KOH(HMICHIIMAIBHOCTH,
3aIUIICHHOCTH, HaJIC)KHOCTH u
JTOCTYITHOCTH UHPOpPMALIUU u
WH()OPMAIIMOHHBIX CHCTEM; a TaKXKe
HAJTAYHS COOTBETCTBYIOIIMX
XapaKTEPUCTHK 0e301acHOCTH,
Harpumep, ayTeHTU(DUKaus,
BO3MOYXHOCTh KOHTPOJISI u

IPEJOTBPALEHUE OTKA3a.
IlepcoHaibHBIe [aHHBIE O3HAYAIOT
CBCACHUA, OTHOCAIIHUECA K
OIIPEJICJICHHOMY WJIM OINpEEIsieMOMY
Ha UX OCHOBaHUU O"I:GKTy NNEPCOHAIBHBIX
JAHHBIX, 3a(huKCUpOBaHHbIE Ha
ANEKTPOHHOM, OYMa)XHOM U (WJIM) HHOM
MaTEpHUaIbHOM HOCHUTEIIE.

HNudpopmanuonnass cucrema POMK
03Ha4yaeT UH(pOpPMaIMOHHbIE
TEXHOJIOTUH U CUCTEMBI KOMMYHHUKAIIUH,
CEeTH, CIYXKObI U pelIeHus (BKI0Yasl Bce
Pecypcel, koTopbie mu60 (1) COCTaBISAIOT
yacTh TaKMX CHUCTEM U cerelt; wiu (ii)
UCIOJIB3YIOTCA ISl NPEAOCTaBICHUS
TaKMX YCIYI W pEUIeHHi), KOTOpble
IIPUHAJIEKAT WM 3ape3€pBUPOBAHBI
1t pabotel ®MK wmin oT ero umeHu.

OcymecTBiasATh 00paboTky (1 ero
BapUaHThl, TaKHe Kak, HalpuMep,
"OGpaboTka") oO3Ha4YaeT BBITTOJHECHUE
JNEUCTBUM WU  pAxa JACUCTBUH B
OTHOIICHWU JaHHBIX, TPU IOMOIIU
CpeACTB aBTOMATU3alMU WM 03 HuX,
Hanpumep, cOop, 3aruch, OpraHU3aIuio,
XpaHEHUE, aJaNTalulo Uil U3MEHEHUE,
u3BJIeUeHHE, oOpallleHue 3a CIPaBKOM,
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d)

f)

9)

(Information  Security  Management
Systems — Requirements) and ISO/IEC
27002 (Code of Practice for Information
Security Management).

Information security means
organization and assurance of the
confidentiality, integrity, reliability and
availability = of  information  and
information systems for authorized
persons; and availability of appropriate
security features, such as authentication,
the ability to monitor and prevent failure.

Personal data mean any information,
related to the data subject, specific or
defined on their basis, recorded on an
electronic, paper and (or) other physical
media.

PMK Information Systems means
information technology and
communications  systems, networks,

services and solutions (including all
Assets that either (a) form part of such
systems and networks, or (b) are used in
the provision of such services and
solutions) which are owned by or
reserved for operation by or on behalf of
PMK.

Process» (and variants of it, such as
«Processing») to perform an operation or
set of operations (e.g. upon Personal
Data), whether or not by automatic
means, such as collecting, recording,
registering, organizing, accumulation,
storing, change, addition, adapting or
altering, retrieving, consulting, using,
disclosing (or otherwise making



HCIOJIb30BaHUE, packpbITHE available) by transmission,

(mocpeacTrom nepeaayn, dissemination, depersonalization or
pacnpoCTpaHEHHUs WK TPEIOCTaBICHUS otherwise, aligning or combining,
J0OBIM JIPYTUM CIOCOOOM), BBIBEpKa blocking or performing dispersed erasure
W o0beTMHEHUE, OJIOKUPOBKa, or destruction.

CTUpaHHUEC UJIKW YHUYTOXKCHHUC.

3. Obecneuenue uHGpoOpMAINOHHOIM 3. Ensuring Information Security
0e3omacHOCTH
3.1. UcnionauTens 06s3aH: 3.1.The Supplier shall:

a) BBINOJIHUTHL CBOM 00sA3aTEIbCTBA B a) provide the Services and perform its
COOTBETCTBUH c HACTOSIIAM obligations in accordance with this
[MpunoxxenneM 1O  OOECHCUCHHIO Schedule and Best practices in the
nHGOPMAIIMOHHON  0E30MacHOCTH;  a sphere of security; and

Takke IlepenoBbIMH IIPAKTUYECKUMH
MeToAaMu B objacTu 0e30MacHOCTH; a

TaKxKe b) protect PMK Data, including by

b) sammmare [anusie DMK, Bkitouas implementing technical and
OyTeM BHEAPCHUS TEXHHUYCCKHX W organizational measures, described
OpTaHU3aIMOHHBIX mep, below.

IpeaACTaBJICHHBIX HUXKC.

4. CooTBeTCTBHE HOPMAM BHYTPEHHHUX 4. Compliance with internal policies
nojuTuk UcnoHuTens
4.1. Ucnonuurtenr gomkeH paspaborats 4.1. The Supplier shall issue internal policies

BHYTPECHHHE ITOJIMTUKH, KOTOPHIC: that:
a) peryimpyror NOJIb30BaHKE a) govern use of computers, portable
KOMIThIOTEpPaMH, MePEHOCHBIMH devices, e-mail, and internet;

YCTPONCTBAMM, DJIEKTPOHHOM IOYTOU
U UHTEPHETOM;

b) 00si3pIBAOT TIEPCOHAN, MOJTYYHBIINN b) require the Supplier’s employees
noctyn  k  Jaaueim  OMK  gnsa to keep PMK Data confidential and
IIPOBEJICHUS TEXHUYECKOTO to comply with the Supplier’s
oOciyxuBanusi ¢ corjacus DOMK, technical and  organizational
COXPaHSTh KOH(UICHIIUATBHOCTh measures established to protect
Hannbix ®MK wu pgelictBoBaTh B confidential PMK Data;
COOTBETCTBUM C TEXHUYECKUMHU U c) contain methods of protecting
OpraHU3alMOHHBIMU MepaMu PMK Data.

Wcnomuurtens,  OPUHATBIMA  JUIS

3aIUThl KOHPUICHIIMATBHBIX J[aHHBIX

OMK;

C) comepkaT METOIbI 3aIluThl J{aHHBIX

OMK.
4.2. Vcnomautens o0s3an mpoBectu odydenne 4.2. The Supplier shall train its employees on
nepcoHaiga B oOnmacth cBoux BHYyTpeHHHX these policies and ensure compliance of these
MOJUTHK, W  OOecrme4YuTh  BBIMIOJHEHHE polices.
MIOJIOKEHHSI TAKHX TTOJTUTHK.
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5. KoHTpoJ1b 32 10CTYNIOM B 31aHHe
5.1. UcnonHuTens obecreynBacT KOHTPOJb 3a
JOCTYIIOM B CBOM 3/1aHHsI, B KOTOPbIX JlaHHBIE
®MK moryT 00pabaTeiBaThCsi ¢ MPUMEHEHUEM
CIIeTYIOLIETO:

d) mepcoHaJbHbIE KapTOYKH  JIOCTYIIA,
BUJICOHAOIIOIGHUE W MHBIE CIOCOOBI
IIPOBEPKHU (UJIM COUETAaHUE TAKUX MEP); a
TaKxKe

b) ycraHOBKM MeEXaHHW3MOB HaOJIIOCHHUS
noctyna (1ro0ble MOMBITKH JTOCTYIA) U
BKJIIOYCHHUSI CHTHaJla TPEBOTU B Ciydae
HECAHKIIMOHUPOBAHHOTO
MIPOHUKHOBEHUS WIIN
MIPOHUKHOBEHHUSI.

5.2. JononuutensHo cmomHuTENs OIKEH
00eCTIeYnTh HATMYME MEXaHU3MOB HAOIOACHUS
3a mpujeramuiell TeppUTOPHEH W BKIIOYCHHS
CHUTHAJIa TPEBOTM B Cilydae BO3HUKHOBEHUS
HETIPHEMJIEMBIX YCIOBUH (YHKIIMOHHUPOBAHHS
BBIUMCIIUTENIHBIX ~ CHCTEM B  pe3yibTare
(MOMHUMO TIpOYEro) mokapa, 3KCTPEeMalbHBIX
TeMIeparyp, nepeboeB B nojaye
AIIEKTPOIHEPTUU HIIH BBICOKOI BIAKHOCTH.

IIOIIBITKH

6. KoHTpoab 3a Jg0cTynmoM B CHCTEMBI,
ucnosab3dyemble Mcnosinuresnem
6.1. UcnionHutens 00s3yeTcs:

d) OrpaHMYMTh JOCTYI K CHCTEMaM,
koTopsle conepxkar lanusie DMK;

b) ob6pabareiBate Jlanusie MK TONBKO
MIOCPEACTBAM ~ YCTPOMCTB  (CepBepOB,
pabounx  craHuuMd ~ (Takue  Kak
HACTOJIbHBIE KOMITBIOTEPHI U HOYTOYKH)
Y TIOPTaTUBHBIX MOOMIIBHBIX YCTPOWCTB
(manpumep, KIIK, cmapTdons! u 1.1.)),

yrnpaBisgeMbix  [locraBmmkom — wim
obpabateiBath [lanubie ®MK ctporo
IIOCPEACTBOM MPUIIOKEHUH,
YIIpaBISIEMbIX [TocTaBmmKOM, "

HaJyIeKalM o0pa3oM 3aluiiaTh HX
IIpU XpaHEHNUH U IIEpefaye;
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5. Building access controls
5.1. The Supplier controls access to its buildings,
where PMK Data are processed, including with:

a) access cards, video monitoring or other
checks (or any combination of the
foregoing); and

b) automatic mechanisms to monitor the
environment and trigger alarms in case
of intrusion attempts.

5.2. The Supplier shall also have automatic
mechanisms to monitor the environment and
trigger alarms in case of inappropriate
conditions for operating computer systems due
to (amongst others) fire, temperature, electrical
power, or humidity.

6. System access controls

6.1. The Supplier shall:

a) restrict access to systems that contain
PMK Data;

b) process PMK Data only through devices
(being servers, workstations (such as
desktop  computers and  laptop
computers), and handheld mobile
devices (e.g. PDAs, smartphones etc.))
effectively controlled by the Supplier or
Process PMK Data only within the
Supplier controlled applications and
adequately protect PMK Data at rest and
in transit;

c) keep a list of the locations of the centres
where its personnel Process PMK Data
under its control,



d)

f)

9)

h)
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MOAJEPKUBATE  CIMCOK  MECT, TIE
nepconan oopabareiBaer JJanasie MK
o koHTposieM [locraBimuka;

MO ICPKUBATH B aKTyaJIbHOM
COCTOSHMM CIIMCKH II0 KOHTPOJIO 3a
JOCTYIIOM Il IIPOU3BOJACTBEHHBIX
CUCTEM M Ppa3pCLICHHUs, BBbIJIAHHbIC
YYETHBIM 3aIKUCAM I10JIb30BATENCH;
samamare Jlanasle MK, npumenss
OTpaHUYECHUS JOCTYyIA, AHAJIOTMYHBIE
CYLIECTBYIOIIMM B IPOU3BOJCTBEHHBIX
cpeaax, npu pa3paboTKe NPOrpaMMHOIO
obecnieyeHus W IIPOBEJICHUU
TECTUPOBAHUS, KOrAa TpeOyeTcs 10CTy
K JaaabiM ®MK wian co3garoTesi KOmuu
Hannbix ®MK;

IO JIEP/KUBATH B aKTyaJIbHOM
COCTOSIHUM cneuudukanuu
TEXHUYECKMX M  OpPraHMU3allMOHHBIX
pecypcoB (OKPBIBAIOIIMX
ayTeHTU(UKALUIO, aBTOPU3ALMI U
YIPABICHUE YYETHBIMM 3alUCSIMH B
KOMIIBIOTEPHOU CUCTEME),
HEOOXOAUMBIX  JUIS o0ecrnieueHus
KOH(UIEHIIMAIBHOCTH, LEIOCTHOCTU U
JOCTYITHOCTH OO6pabaTbiBaeMBbIX
JTAaHHBIX;

OTPaHUYUTh JIOCTYTI K
NupopmannonnsiM  cuctemam  OMK
[epCOHaNY, KOTOPBIN HYK/1a€TCs B HEM C
LEIBI0  NPENOCTaBICHUS YCIyr, u

yOeIuThCS, UTO STOT IMEPCOHAT HMEET
JOCTYI JUIIb B Te 4acTH
Nudopmannonnoii cucremer MK,
KOTOPBIM €My HeoO0XOAMM JOCTYM JUis
LeJIed OKa3aHus Y CIIyT;
repecMaTpuBaTh mpaBa  JOCTYIA,
ucrnons3dyemele IlocTaBIUKOM MM OT
€ro  MMEHH, Ui JocTyma K
Nudopmannonnsim cucremam OMK ¢
4aCTOTOH, IIPENYCMOTPEHHOU B
nonuTuke Oe3onacHoctH IlocraBiiuka,
U B JIIOOOM Cllyyae He pexe OJTHOTO pa3a
B IOJI; U
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d)

€)

9)

h)

maintain access control lists to
production systems and the permissions
granted to user accounts;

where the Supplier requires access to, or
copies of, any PMK Data for the
purposes of software development or
testing, protect PMK Data with the same
system access restrictions as apply for
PMK data in production environments;

maintain specifications of technical and
organizational  resources  (covering
computer  system  authentication,
authorization and accounting) required
to ensure the confidentiality, integrity
and availability of the data that are
Processed;

restrict access to the PMK’s information
systems to those personnel who need
access for the purposes of providing the
services, and ensure that such personnel
access only such parts of the PMK’s
information systems as are necessary for
the purposes of providing the services;

review user access privileges used by or
on behalf of the Supplier to access the
PMK’s information systems with the
frequency required by the Supplier’s
security policies and in any event no less
frequently than once per calendar year;
and

ensure that any personnel who have
access to PMK’s information systems
act responsibly, with due care.



i) yOemuThCcs, YTO JHOOOH TEpCOHA,
uMerolmit noctyn Kk MadopManimoHHbIM

cucremMam OMK, JIEHCTBYET
OTBETCTBEHHO u c JIOJIKHBIM
BHUMAaHUEM.

B cayuae, ecnu IlocraBmuk ob6padaTsiBaeT
Hanneie OMK BHe WHpOpMaMOHHBIX
cucteM OMK, IlocraBmuK  HOMKEH
rapaHTUpPOBaTh, YTO HCXOAHAs BEPCHUS
Janneix @MK pacnosiokeHa TOJBKO Ha
CeTEeBBIX  CEpBEPaxX,  yIOBIETBOPSIOMINX
CJIeIYIOLIUM YCIIOBHSIM: (1) OHH
3¢ pexTUBHO KOHTPOJIUPYIOTCS
[TocTaButukowm; (ii) onn Oe3omacHsl; U (iii)
OHM UMEIOT OrPaHWYEHHBIH JOCTYH K
CUCTEME.

7. BHyTpeHHHe NPOULETYPbI

0€30IaCHOCTHI0

ylpaBJieHUS

Ecnu Mcnonnurens ocymecteisier O0paboTKy
Hanneix ®OMK nHe B HHDOpManmoHHBIX
cucremax OMK, MHcnonuutens BHEAPUT U
OyZeT BBINIOJNHATE BHYTPEHHUE TIPOIETYPHI
ylpaBieHus: 0e30MacHOCThIO, BKJIIOYAOIINE
CHEAYIOIME KOMIOHEHTHI:

@) 3ampoc W YTBEPXKICHHE TMpaB Ha
00pabOTKy JaHHBIX B BBIYHUCIUTEIBHBIX
CHCTEMAaX Ucnonaurens;
NpefoCTaBlIeHHe  TaKUX  MpaB B
CUCTCMAX;, YKa3aHHC OTBCTCTBCHHBIX
JWIl 3a HampaBJIeHHE 3allpPOCOB O
MMpeaAOCTaBJICHUN TaKHux Ipasn,
yTBEpXKIEHHE,  MNpPEJAOCTABICHHE  H
MEPECMOTP TaKHUX TIPaB;

b) MeToaBl U pecypcehl, HCIOIb3yEeMbIE IS

uaeHTuGUKaIuu OJIL30BaTeIel
BBIYMCIIMTENILHON  CeTHM, a  TakKke
NpoLEenypel IO  YIPaBJICHUIO U
HCIIOJIb30BAHUIO TaKWX METOJIOB U
pecypcos;

C) MeToabl CO3JaHHS W HCIOJb30BaHUS

KOITUH CHCTEMHBIX JIAHHBIX, POTPAMM U
MPOTPaMMHBIX CPEJICTB, UCIOJIb3YEMbBIX
JUIsL  KONMUPOBAHUS W3 apXuBa U
BOCCTaHOBJICHUS BBIUHMCIUTEIbHBIX
CHCTEM, a TaK)Xe METOIbI CO3daHUA U
aJIMUHUCTPUPOBAHUS CHCTEMHBIX
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To the extent that the Supplier Processes PMK
Data otherwise than directly on PMK
Information Systems, the Supplier shall also
ensure that master versions of PMK Data are
located only on network servers that satisfy all
of the following conditions: (i) they are
effectively controlled by the Supplier; (ii) they
are secure; and (iii) they have restricted system
access.

7. Internal security management procedures

To the extent that the Supplier Processes PMK
Data otherwise than directly on PMK
Information  Systems, the Supplier has
established, and implements, internal security
management procedures that cover the following
elements:

a) requesting and approving data
processing rights in the Supplier’s
computer systems; granting such rights
in the systems; and who is responsible
for requesting, approving, granting and
reviewing such rights;

b) methods and resources for
authenticating computer system users,
and procedures relating to managing and
using such methods and resources;

c) how to create and use copies of system
data, programs and program tools used
for backing-up and restoring computer
systems, as well as how to create and
maintain system data required for
computer system testing and migration;



JAHHBIX, HEO0OXOAUMBIX IUTS
OCYIIECTBIICHHS  TECTUPOBAHUS W
MIEPEHOCA BBIYHUCIIUTEIBHBIX CHCTEM;

d) mamnexarmas 3amura KOIIHIA,
HEOOXOMMBIX JIJIsI PE3CPBUPOBAHUS U
ApXHMBUPOBAHUS CHCTEMHBIX  (haiiIoB
WJIU B UHBIX LEJAX;

e) Meronsl obecreyeHus OE€30MaCHOCTH
BBIYHCIUTEIbHBIX CUCTEM oT
HECAHKIHOHMPOBAHHOTO AOCTYIIA;

f) meromel perucrpanun CucreMaMu JIHII,
BXOoaaMxX B Takue CHCTEMBI, YKa3aHHE
JaThl ¥ 00BbEMa TAKOTO JOCTYIIA;

g) Meroasl  IpOBENEHUs  o030pa U
obciykuBanus cpeacte U Cucrem,
UCIIOJIb3yeMbIX it OOpabOTKHU JaHHbIX;

h) meTombl 0e30macHoOro YHUUTOXCHUS
uHpopManMyu, B COXPAHCHUH KOTOPOIi

0oJbIlle HET HEOOXOMUMOCTH, a TaKKe
MPOLEAYPHI o 0OHapYKEHHUIO u
MIPEIOTBPALICHUIO HapyILICHUN

Oe3omacHocTH, BKIouas: (i) ympaBJieHHE
pecypcamu; (ii) OLEHKAa TOCIEACTBUIA; a
Taroke (1i1) He3aMeITUTEIbHOE UCIIPaBICHUE
W Iepegadya  BCEM  COOTBETCTBYIOIIMM
CTOpPOHaM.

8. OcymiectBjieHne 00padoTku naHHbIX PMK

B cnygae OGpabotku McnonHurteneM JaHHBIX
OMK nHe B Cucremax OMK, Hcnonuurens
00€creunT WCMOJIB30BaHUE U  peau3aluio
MpoLEeAyp, PETYIUPYIOIINX Nepeaady U 3aluTy
nHpopmanuu u nanueix MK, Bxitogast:

a) yTBEp)KICHHE u HCIIOJIHEHUE
IIPUHLMIIOB XPAHEHUS W YHUUTOXCHMS
JIEJIOBOM MTEPENUCKH U IPYTUX 3aIUCEH;

b) yTBepkIeHUE MONMUTHK, PETYIUPYIOLIAX
CKauYuBaHUCEC, HUCIIOJIB30BaHUEC n
XpaHeHHEe MPOTrPaAMMHOTO OOeCTeYeHUs
" JAHHBIX TPCTbUX JIUIL;

C) obecnieueHne UH(POPMALMOHHOM
0e30macHOCTH JaHHBIX OMK,
nepeaaBaeMbIX B DJIEKTPOHHOH (opme
(HampsiMyr0 WM Yepe3  CpeAcTBa

IepeHocCa I[aHHBIX) MCKAY OTACIbHBIMU

I/IH(bOpMaI_[I/IOHHI)IMI/I CHUCTEMaMU (qepes
Page 7 of 12
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d) the appropriate protection of any copies
required for system backup, archiving
and other purposes;

e) how to secure computer systems against
unauthorized system access;

f) how computer systems record who has
accessed such systems, stating the date
and scope of such access;

g) how to conduct reviews and
maintenance of media and systems used
for data Processing;

h) how to dispose securely of information
that no longer needs to be retained; and
procedures to detect and prevent
security incidents, including: (i) asset
management; (ii) impact assessment;
and (iii) prompt remediation and
immediate information  of  all
appropriate parties.

8. Processing PMK Data

To the extent that the Supplier Processes PMK
Data otherwise than directly on PMK
Information  Systems, the Supplier shall
maintain and enforce procedures relating to the
transmission and protection of information and
PMK Data, including:

a) maintaining guidelines for retention and
disposal of business correspondence and
other records;

b) maintaining policies regulating the
downloading, use and retention of third
party software and data;

c) ensuring the information security of
PMK Data that is electronically
transmitted (directly or via staging
facilities) between separate business
systems (whether at the Supplier’s or
other parties’ facilities);



d)

9)

h)

)

K)
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CpeacTBa nepeHoca JIAHHBIX
VicnionHuTens niy MHBIX JIML);

YIIpaBJICHHUE ChEMHBIMU WIN
IIEPEHOCHBIMU HOCHUTEJISIMU B
COOTBETCTBUU c IlepenoBbiMu

IMPaKTUYCCKUMU METOJaMHU B obnacTu

0€30MacHOCTH, BKJIIOYas, npu
HEOOXOMMOCTH:

XpaHeHue ux B 0e301macHoO,
3allMIIEHHON Ccpelie B COOTBETCTBUU C
TEXHUYCCKUMU Tpe6OBaHI/ISIMI/I
MIPOM3BOUTEIS;

obecrnieueHue ux Oe3omacHoi
TPaHCIIOPTHPOBKH, CTUPaHHE u

YHUUYTOXKEHHE; a TAKKE
XpaHEHUE PE3EpPBHBIX HOCUTENEH B
YAAQJIEHHOM  MECTOHAXOXJCHHHM, Ha
JIOCTATOYHOM paccTosIHUU BO
n30exkaHue WX TIOBPEXKJCHUS B CIIydac
aBapuu Ha OCHOBHOM OOBEKTE;

3anmuTy gaHHbix DOMK B mectax
XPaHEHUS U B MYTH C MCHOJb30BaHUEM
Takux  [lepenoBbIX  MPAKTHYECKUX
METOJIOB B 00J1aCTH 0€30IacHOCTH, Kak,
Hanpumep, MUPpoBaHUE U KOHTPOJIb 32
JOCTYIIOM;

MPEIOCTABICHUE JOCTyNa K JIaHHBIM
OMK TOnBKO TEM  COTpYAHHKaM,
KOTOPBIM TaKOM JOCTYNl HEOOXOIUM B
LeNAX  NPEeNOoCTaBIEHUA  YCIAyr, W
00ecreunTh JOCTYI TaKUX COTPYIHUKOB
k O6pabotke nanHpix ®MK Tonbko B
o0BeME, HEO0O0X0IMMOM IUTS
MIPEIOCTABIICHUS Y CIIYT;

Bo3Bpar ®MK Bcex manHeix OMK, B
cinydae ecau McnosHUTEN0 B LENAX
npefocTaBieHuss Yciayr Oonblne He
TpeOyeTcsi TOCTYN WM MCHOJIb30BaHUE
Taknx qaHHeIX OMK; a Taxke
yHHuTOXkeHue Bcex JaHHbix ®MK nocre
nonyuyenus: Hcnonnurenem ot PMK
MMMCBMEHHOTO  TOJATBEPXKIEHUS 00
ycriemiHOM mnojiydeHun OMK  naHHBIX
®MK B COOTBETCTBHH C I1.] BBIIIIE.

9. Ynpasienue Pecypcamu
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d)

f)

9)

h)

)

k)

managing removable and portable media
in accordance with Best Security
Practice, including as appropriate:

storing it in a safe, secure environment in
accordance with manufacturers’
specifications;

ensuring its secure transport, erasure and
disposal; and

storing back-up media in a remote
location, at a sufficient distance to escape
any damage from a disaster at the main
site;

protecting PMK Data in transit and at
rest using Best Security Practices such as
encryption and access controls;

restricting access to PMK Data to those
personnel who need access for the
purposes of providing the Services, and
ensuring that such personnel Process
such PMK Data only to the extent
necessary for the purposes of providing
the Services; and

returning all PMK Data to the PMK
where the Supplier no longer requires
access to, or use of, such PMK Data for
the purposes of providing the Services;
and

once the PMK has confirmed to the
Supplier in writing that any PMK Data
returned to it pursuant to paragraph |j
above has been successfully received,
deleting all such PMK Data.

9. Managing Assets



Ecmu  Ucnomuutenmto  Heobxomumo  Oymer
CIycaTh WM YHUUTOXKUThH KaKue-1100 AKTHUBBL,
cogepxkante aanaele MK mo TpebGoBaHuio
DMK, HUcnonuurens obecreuur
HIDKECIIeAyIolIee:

a) O0e3BO3BpAaTHOE YHHYTOXXECHHE AKTHBA
(Tompko mocie nepenayn JaHHbIx @MK)
unu ero Bo3Bpat ®PMK; nnu

b) yuuuroxxkenume ganHbix OMK wm
COOTBETCTBYIOLIEH uHbopMaIuuy,
HMEIOIIeHCS Ha AKxTHBe, HIIH
o0ecrieueHne  HEBO3MOXXHOCTH  HX
BOCCTAHOBJICHHSI JO CIHCAaHUS WIIHU
VHUUTOXKEHHUA AKTHUBa C  COIJIacHs
OMK.

10. Mepenaun
10.1.TTocTaBmIMK HE OJDKEH IepeaaBaTh WA
IPOCUTh  KakuX-1M0O  Mosib3oBaTesneit
nepenaBaTh IMapoild B OTKPHITOM BHJIE
yepe3 HWHQPOPMAIMOHHBIC CUCTEMBl HIU
MeX 1y HH(POPMAIIMOHHBIMH CHCTEMAM;
10.2.ITocTtaBuuK HE OJDKEH IepeaaBaTh WU
paspeiiats nepegady CBOEMY MEpCOHAILY
MOOBIX HECTPYKTYPUPOBAHHBIX JIaHHBIX
k/oT ®MK, ¢ ncrnonb30BaHuEM KaKuX-ITu00
CPEICTB, KpOMe KaK KOpPIIOPATHBHbBIC
cucrembl  IlocraBmmka. B pamkax
BBIIIIECKA3aHHOTO, B TEJISIX
HEMOCPEJACTBEHHOTO  XpaHeHHs]  WJIH
nepeiay HeCTPYKTYPHUPOBAHHBIX JTAHHBIX,
KaK 4aCTH yCIyT, WM JUTSI LIENH XpaHEHUS
niu nepenayn Janasix @MK, [HocTaBimmk
HE JOJDKEH HCIONb30BaTh M HE JIOJDKEH
pa3peraTh UCIOJIb30BAHUE JISI ITUX TeJIeh

CJIEAYIOLIETO:
d) HEKOPIOPATUBHYIO
ANEKTPOHHYIO HoYTy
(manpumep, Yahoo!, Gmail u
p.);

b) mebezonacusie FTP;
C) cepBHCHl OOMeHa (aiiaaMu.
10.3.ITocTaBuIuK HE JODKEH OTIPABIIATH KaKHe-
mu6o  meaua/CD/DVD,  copepxarue
nanapie OMK, mo0piM  aapecaram
(Bxmroyast ®MK) ¢ npuBieueHueM 000t
MMOYTOBOM WJIM KYpPhEPCKOW CITykObI, 3a
WCKITIOUYEHUEM CITY4aeB MPeIBAPUTEIILHOTO
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If the Supplier is to decommission, or dispose of,
any Asset containing PMK Data, the Supplier
shall ensure either:

a) that the Asset is irretrievably destroyed
or returned to the PMK, or

b) that the PMK Data or relevant
information held on the Asset is deleted
and rendered irrecoverable prior to
decommissioning, or disposing of, the
Asset.

10. Transmissions

10.1.The Supplier shall not transmit, or request

any user to transmit, passwords in clear text
over information systems or between
information systems.

10.2.The Supplier shall not transmit, or permit

the transmission by any member of its
personnel of, any unstructured data to/from
the PMK using any means other than
through the Supplier’s corporate systems.
As part of the foregoing, for the purpose of
hosting or transmitting unstructured data as
part of the Services, or for the purpose of
hosting or transmitting PMK Data, the
Supplier shall not use, and shall not permit,
the use of for this purpose of:

a) non-corporate e-mail accounts (e.g.
Yahoo!, Gmalil, etc.);

b) unsecured FTP; or

c) consumer file sharing services.

10.3.The Supplier shall not send any

CD/DVD/disk media containing PMK Data
to any recipient via any postal or courier
service except with the prior written
agreement of the PMK’s designated
contact. Where the Supplier requests and
obtains such written agreement, such



11.1.Ycnonaurens

COrjIacoBaHUs B IIMCBMCHHOM BHIE C
KOHTAKTHBIM  JIAIIOM OdMK. Ecmn
MOCTaBUIMK 3alpalidBacT W IMOJIy4aeT
Takoe IHMCBMEHHOE Ccorjacue, TO JTO
0J100peHNe TOJKHO OBITh JNEHCTBUTEIHLHO
TOJIBKO JJISI KOHKPETHOM Tepeaayn.

11. O0630ps1, 0TYETHI, YBEOMICHHSA
HpeanpuMeT BCE
HEOO0XOAUMBIE MEpHBI Il O3HAKOMIICHHUS C
HUDKEU3JTIOKECHHBIM:

a) XoIoM coOmtoaeHusi TpeGoBaHUM
HACTOSIILIETO  TNPWIOKEHHUS IO
o0ecrieyeHnI0  UHPOPMALMOHHOM
0€30MacHOCTH; a TAKXKe

b) JEHCTBUSAMH, TPEANPHHUMACMBIMH
UM B COOTBETCTBHU C HACTOSIIMM
NPUIIOKEHUEM, KOTOPBIE SIBIISIOTCS
3pPEKTUBHBIMU TIPU  peaTU3alUH
[lepenoBbIX MPAKTUYECKUX METOJIOB
B 00yacTu 6€30MacHOCTH.

11.2.B cnyuae ecnu IlocTaBmIMK HCHONB3YyET

st oopabotku Jlanapix OMK unmu s
OKa3aHHs YCIyT PEUICHHs, OCHOBAaHHbIC HA
Web unu MOOMIIBHOM pEIICHHH, B TaKHX
CITydasx:

a) IlocraBrmk 00s13aH €XKEroIHO
IIPOBOJIUTH OLIEHKY 0€3011acHOCTH BeO-
TIPHIIOKCHUS WITH MOOHMITEHOTO
MPUJIOKEHUS W TI0 3alpocy OOCYIUTh
pesyabratel ¢ DMK; n

(b) ®MK MoxeT mpoBOAUTH COOCTBEHHYIO

OLICHKY 0€30MacHOCTH BEO-TIPUIIOKEHUS
WIM MOOWIBHOTO TMPHUIOXKEHUS, MOocIe
B3aMMHOTO COTJIACOBAHUS c
[TocTaBIIMKOM CPOKOB W TpaHUI] ITOU
OIICHKW;

11.3.He pexe pa3za B Mecsi KBaptai (WiId

JPYrof TaKOM e MEPUOJI, COINIACOBAHHBIN

c OMK) [TocTapmmk JOJDKEH

MPENOCTABIIATE OMK  ymoOHble u

JOCTYIHBIE 711 TOHUMAaHUSA  OTYEThI

OTHOCHUTEIIBHO:

a) mpaB JoCTyma BCeX pabOTHHKOB,
nMermux goctyn kK Jlanueiv ®MK;
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approval shall be valid for such individual
transmission only.

11. Review, reports, notification

11.1.The Supplier shall take appropriate

measures to review that:

a) the Supplier
Schedule; and

b) the measures it takes in compliance with
this Schedule are effective to achieve
Best Security Practice;

complies with this

11.2. To the extent that the Supplier uses a web-

based or mobile solution to either Process
PMK Data or provide the services:

a) the Supplier shall perform web
application security assessments of such
web-based or mobile solution annually
and discuss the results with the PMK
upon request; and

b) the PMK may perform its own web
application security assessment of such
web-based or mobile solution of the
Supplier’s  systems  non-production
environments after coordinating with the
Supplier to mutually agree on the timing
and scope of the assessment.

11.3.The Supplier shall provide PMK, no less

frequently than each quarter (or such other
period as PMK may agree), with
comprehensive and readily understandable
overviews regarding:

a) the access permissions of all persons
with access to the PMK Data; and



b) sxypHanbpl KOHTpOJIi pPaOOTHHKOB C
noctynom k Jlanasim ®MK.

11.4.TTocraBuuk 00s3aH B pa3yMHBIA CPOK

yBenomute OMK o npowusoieniiem
COOBITHH, CBSI3aHHOTO C 0€30IaCHOCTBIO,
HETaTUBHO CKa3bIBAIOIIAMCS Ha
KOH(UICHIIMATLHOCTH WU IEJIOCTHOCTH
Hannpix ®MK.

12. Becnepe6oiiHOCTH MPeAOCTABJIEHUS
yCJIyr

12.1.YcnonHuTens:

a) CBOCBPEMCHHO BBISBHUT, OTCICIOHWT, U
paspenuT (dhakT4ecKue (mmm
MOTEHIMAILHO BO3MOJXKHBIE) CHUTYaIUH,
HEUCIPABHOCTH, COOBITHS B CHCTEME
0€30MaCHOCTH ¥ JAPYTHe ONEPaMOHHBIC
PHCKU;

b) mox HEOOXOIMMBIM KOHTPOJIEM
MPOBEIECT TECTHPOBAHUE, YTBEPAUT H
BHECET M3MCHCHHS B HH(POPMAIHOHHBIC
cucteMbl  McmomHuTens  Jauib €
MHHHMMAJIbHBIM npepbIBaHHEM
nestenbHOCTH DMK

C) OCYIIECTBHUT IUTAHUPOBAHKE, BHEIPECHUE
" PETYIAPHYIO MIPOBEPKY
COOTBETCTBYIOIIMX OPraHU3AI[HOHHBIX U
TEXHUYECKHX MeEpP, HEOOXOIUMBIX IS

NPOJOJKEHHS UK OLICTPOro
BOCCTaHOBJEHUS npenocrasieHuss PMK
yeIyr B CAydae  HACTYIUIEHHs
BHELITATHOW  CHTYyallMd,  KOTOPYIO
MOXHO OOOCHOBAaHHO TMPEIABUJICTh; a
TaKKe

d) obecneunt, YTOOBI  HCIOJIB30BAHUE
3alacHbIX WM aIbTEPHATHBHBIX
O0BEKTOB B  LEISIX  HPOJOJDKEHHS
OKa3aHUs yCIIyT Hcnonuurenem

OCYHIECTBJISJIOCH C YYE€TOM Mep [0
KOHTPOJIIO CEKPEeTHOCTH WHGOpMAIUH,
KOTOphIE KaK MHUHUMYM OSKBUBAaJICHTHI
MepaMm, JIeHCTBYIOIIMM Ha 0OBEKTe, Ha
KOTOPOM Ucnonaurens 00BIYHO
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b) audit trails of all persons with access to
the PMK Data.

11.4.The Supplier shall, within a reasonable

period, notify the PMK if the Supplier
experiences a security event that negatively
affects the confidentiality or integrity of
PMK Data.

12. Service continuity

The Supplier shall:

a) detect, track, escalate and resolve any
actual (or potential) incidents, failures,
security events or other operational risks;

b) test, approve and deploy changes to the
Supplier’s information systems in a
controlled manner with only minimal
inconvenience to the PMK;

c) plan, implement and regularly test the
appropriate organisational and technical
measures necessary to sustain or rapidly
recover the services being provided to
the PMK in the case of any reasonably
foreseeable disruptive event; and

d) ensure that any stand-by or alternative
location used for the purposes of the
Supplier’s service continuity is subject to
information security controls at least
equivalent to those in force at the facility
from which the Supplier usually operates
the relocated processes.



OCYILICCTBIIACT BBITIOJTHEHHUEC
MEPCHCCCHHBIX IMMPOLICCCOB.
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